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Executive Summary

Nexus Shield conducted static and heuristic runtime-security analysis across 25 agent frameworks and 25 MCP server implementa-
tions. The study evaluates parameter validation, privilege boundaries, intent divergence risk, and cryptographic audit trail readiness
using the same sub-10ms Action Firewall inspection model deployed in production.

Key findings: 100% lack robust function-call parameter validation; 24% of MCP servers expose unconstrained write/delete or shell
execution paths; 100% remain vulnerable to intent divergence attacks; average security score is 59.7/100 overall (60 frameworks vs
59.4 MCP).
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